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1	Decision/action requested
SA3 is requested to approve the security procedure proposed for UE-to-UE Relay Communication with integrated discovery.
2	References
3	Rationale
The present pCR proposes adding a security procedure to TS 33.503 for UE-to-UE Relay communication with integrated discovery. 
This pCR extends the text in Tdoc S3-233744.
To define how the DCR message with integrated discovery is protected in the second hop-by-hop link when the security procedure with network assistance is used to establish the PC5 link, the following text is proposed: 
“The Direct Communication Request relayed by UE-to-UE relay to target End UE does not include a PRUK-ID, and thus, the security mechanism in clause 6.3.5 is modified to only protect the RSC by modifying Annex A.7 to generate a keystream of the length of the RSC.”
If the User Info ID of Target-UE is included in the DCR message with integrated discovery, and the DCR message is sent unprotected, the privacy of End UEs (e.g., Source-UE linkability to Target-UE) is jeopordized. To address this concern, the following text is proposed:
“If the Direct Communication Request includes the User Info ID of Target UE, then the end-to-end privacy sensitive information, i.e., the User Info IDs of Source UE and Target UEs, are protected by means of the security mechanisms in Clause 6.1.3.2.3 using the discovery keying materials shared between Source UE and Target UE.”  
4	Detailed proposal
[bookmark: _Toc48930850][bookmark: _Toc49376099][bookmark: _Toc56501548][bookmark: _Toc101349995]*************** Start of the Change ****************
6.6.5	Security for 5G ProSe UE-to-UE Relay Communication with integrated Discovery
[bookmark: _Hlk140479553]6.6.5. Protection of the Direct Communication Request with integrated discovery
In the scenario of 5G ProSe UE-to-UE Relay Communication with integrated Discovery, secure PC5 link can be established using either the security procedures with network assistance as specified in 6.6.3.1 or security procedures without network assistance as specified in 6.6.3.2. 
The Direct Communication Request is sent unprotected if the security procedures without network assistance are used to establish the PC5 link. Otherwise, if the security procedures with network assistance are used to establish the PC5 link, the Direct Communication Request shall be protected using the security mechanism specified in clause 6.3.5 using the discovery keying materials bound to the RSC. 
NOTE: In order to protect the DCR, the UEs still need to perform the Discovery Key Request procedures to get the code-receiving security parameters and code-sending security parameters as specified in clause 6.1.3.2.2, even if the standalone discovery procedures are not executed in the integrated discovery scenario.
The Direct Communication Request relayed by UE-to-UE relay to target End UE does not include a PRUK-ID, and thus, the security mechanism in clause 6.3.5 is modified to only protect the RSC by modifying Annex A.7 to generate a keystream of the length of the RSC.

If the Direct Communication Request includes the User Info ID of Target UE, then the end-to-end privacy sensitive information, i.e., the User Info IDs of Source UE and Target UEs, are protected by means of the security mechanisms in Clause 6.1.3.2.3 using the discovery keying materials shared between Source UE and Target UE.
*************** End of the Change ****************

